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MnSCU System Guideline 5.23.1 for Password Usage and Handling
Anticipated changes coming in 2009 at SCSU

The integrity of our technology systems and data rely primarily on password based authentication.  If passwords are week or are never changed, the risk of unauthorized access increases.  In April 2008, a new System Guideline was adopted to address passwords.  The guideline includes an implementation date of September 2009.  We are currently planning for some changes at our campus.

A few key statements from the guideline:
“Where passwords are required, this system guideline identifies the minimum password requirements to protect MnSCU System data and resources.”

“This guideline applies to all users of System information technology, whether or not the user is affiliated with Minnesota State Colleges and Universities, and to all uses of those resources, wherever located.”

“Those technologies that are not capable of supporting the characteristics described in this guideline, i.e. voicemail, are still subject to those characteristics that they are capable of supporting.”
Guideline Requirements
· Passwords must be protected from unauthorized access.
· Users must refrain from sharing passwords with others.
· A password must be at least eight characters long.
· Passwords must be changed at least every 180 days.
· Passwords must include a minimum combination of 2 character types such as numbers, special characters, lower case letters, and upper case letters.

Guideline Recommendations
· Passwords should use a combination of three character types.
· Passwords should be changed every 90 days.
· Systems should be set to lock user accounts after a specified number of failed attempts. The lockout may be for a designated amount of time or until the account is administratively reset.
· Password history should be enabled, limiting the ability to re-use passwords.

The goal will be to implement technical functions to support the guideline requirements and where appropriate, some of the recommendations, on a system by system or service by service basis.  For example: employee HuskyNet accounts currently force a password change every 180 days but we may look at requiring or recommending certain employees with access to sensitive systems/data change their password more frequently.  Also, students are currently not forced to change their HuskyNet password and will now be required to do so.

Examples of SCSU passwords to be looked at
HuskyNetID password and associated uses
HuskyNetID password reset
Campus Voicemail
Departmental Servers/Services
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